OS X 10.6: Setting Up a Secure Wireless Connection

Step 1

@ 2 9O m « v

On the Menu Bar, click the Airport icon. AirPort: OFf
Turn AirPort On

Turn the Airport On.

Open Network Preferences...

Step 2

When the All’pOI‘t 18 actlvated, you «, None of your preferred networks are available.

WIH be prompted to Select a -~ Select the netwerk you want to join from the list, and then

netWOrk to jOin. Select Bethel' enter the network password if necessary.

Wifi. Bethel-Wifi a7
Bethel-Wifi-Help »
Bethel-Wifi-Open =

E Remember this network

( Y ;
Other... [ Cancel ) Join

Step 3

After selecting Bethel-Wifi, enter

your Bethel Username and None of your preferred networks are available.

.

Password and click Join. ~ Select the network you want to join from the list, and then
enter the network password if necessary.
By selecting OK, you have
established an 802.1x profile on
your computer. This step Bethe|-Wifi
authenticates your computer for Bethel-Wifi aF ,-]
accessing Bethel’s network, and Bethel-Wifi-Help =
will allow you to use the internet. Bethel-Wifi-Help =l
It does pot, however, save your Bethel-Wifi-Open E
credentials for future connection
to the network. Continue with ! Remember this network
these steps to save your -
credentials as part of your 802.1x User Name: username
profile. |
Password: ssssssss
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| |

802.1X: | Automatic

{ Y s B | -
[ Other... ) L Cancel ) ( Join )




Step 4

On the Menu Bar, click the Airport
icon. Select Open Network
Preferences. ..

Step 5
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AirPort: On
Turn AirPort Off

+Bethel-Wifi &
Bethel-Wifi-Help
Bethel-Wifi-Open

a)) 4)) )

Join Other Network...

Once in Network Preferences,
select Advanced.

Step 6

In the advanced options, select the
802.1x tab along the top.

Create Network...

Open Network Preferences...

Network
a|»r Show All a
Location: | Automatic i
—
( i Y
2 = Status: Connected (_Turn AirPort Off )

AirPort is connected to Bethel-Wifi and has

Ethernet
@ e <m> the IP address 10.2.0.179.
@ fireWire Network Name: | Bethel-Wifi |
ot Connected
VPN (L2TP) fial ¥ Ask to join new networks
@ yotConfigured  juml :

Known networks will be joined automatically.
If na known networks are available, you will
be asked before joining a new network.

802.1X: Unknown ( Disconnect )

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:02:55

zshuw AirPort status in menu bar @

- e

n —
ﬂi Click the lock to prevent further changes. ( Assistme.. ) Revert Apply

";.-;‘:7' AirPort

[ AirPort | TCP/IP  DNS WINS | 802.1X | Proxies Ethernet

¥User Profiles

¥ WPA: Bethel-Wifi User Name:
Password:
Authentication: | Enable Protoco
TTLS
TLS
EAP-FAST
PEAP
Configure...

Configure Trust

Wireless Network:
Security Type:  WPA2 Enterprise

@ Cancel )

ar

( oK )




Step 7 “=" AirPort

' AirPort  TCP/IP DNS WINS = 802.1X Proxies Ethernet |

User Profiles

On the 802.1x tab: | ¥ WPA: Bethel-Wifi | User Name: username
Password: esssssss
1. Select the profile WPA: Bethel- () Always prompt for password

Wifi

=T AirPort

[ AirPort ~ TCP/IP = DNS WINS | 802.1X Proxies Ethernet |

User Profiles

 WPA: Bethel-Wifi User Name: username
Password: esesssss
2. Enter your Bethel Username and e e
Password (there will be information Athantieetinn: | Erable [protnen]

already existing in these fields—
replace it). @

=" AirPort

! AirPort  TCP/IP DNS WINS = 802.1X Proxies Ethernet

User Profiles
¥ WPA: Bethel-Wifi User Name: username

Password: esssssss
"1 Always prompt for password

Authentication: Enable | Protocol

¥ PEAP
3. Select OK. @ v o N

¥ EAP-FAST
O TS
Configure...

Configure Trust...

Wireless Network: Bethel-Wifi -
Security Type: = WPA2 Enterprise H

Step 8

Network

> Show All Q

Click Apply Location: | Automatic 2|

a {_ Turn AirPort Off )

Status: Cs

AirPort is connected to Bethel-Wifi and has
the IP address 10.2.0.179.

Your computer should now be
connected to the Internet. LR

o firewire Netwaork Name: | Bethel-Wifi re|

o

o VPN (L2TP) Fa ¥ Ask to jein new networks

Not Configured Known networks will be joined autamatically.
If no known networks are available, you will
be asked before joining a new network.

5 —
802.1X: Unknown (_ Disconnect )

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:04:17

¥/ Show AirPort status in menu bar Advanced... ) (7)

+ = w

gﬁ
7" Click the lock to prevent further changes. (Chssistme... ) (Revert ) [Cmaly )




