Windows 7: Setting Up a Secure Wired Connection

Step 1

. P 3
1. Go to the Start Menu and type Services into the (R

Search programs and files menu.
2. At the top of the start menu, a list of programs will

G Services

2. Component Services
571 Services

appear. From this list, select and click Services. Control Panel (6)

View local services

a Manage Information Cards that are used to log on to online ser...
E Windows CardSpace
18 Allow remote access to your computer
18 Allow Remote Assistance invitations to be sent from this comp...
18 Select users who can use remote desktop

J7 See more results

| Services] *® | | Shut down | >

[ File Action View Help

Step2 @ G HE| > >®nn

(& services (Locd | Name Description  Status Startup Type *
. . &% Windows Backup  Provides Wi... Manual
Locate Wired AutoConfig and double-click on & Windows Biometri.. The Windo. Mo
it Windows CardSpa... Securely en... Manual
: Windows Color Sy... The WesPlu... Manual
& Windows Connect... WCNCSVC... Started Manual
&4 Windows Defender  Protection a... Manual
C4 Windows Time Maintains d... Manual
&4 Windows Update Enables the ... Started Automatic (I—
S5 WinHTTP Web Pr... WinHTTP i... Manual
&% Wired AutoConfig | The Wired ... Manual
« WLAN AutoConfig. The WLANS... Started Automatic |=
&4 WMI Performance... Provides pe... Manual
4 Workstation Creates and... Started Automatic
&4 WWAN AutoConfig This service ... Manual -
< m ] >
4 L * | Extended )\Standard /
Wired AutoConfig Properties (Local Computer) &_
Within the Wired AutoConfig Properties window: General | Log On | Recovery | Dependencies|
Service name:  dot3svc
1. From the Startup type: drop-down menu, Display name:  Wired AutoConfig
: S e Wired AutoConfig (DOT3SVC) service is -
select Automatic. Description: sponsible for performing IEEE 802.1X =
2. Under Service Status, click Start.
. I‘Path to executable:
3. Click OK. C:\Windows\system32\svchost exe + LocalSystemNetwork Restricted
| Startup type: [Automatic V]
You may now close the Services Window. Help me confiqure service startup options |

7 Service status:  Stopped

Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

| o | Cee ) Com




Step 4

1. Go to the Start Menu and type Network and Sharing into
the Search programs and files menu.

2. From the list that appears in the start menu, select and
click Network and Sharing Center.

Step 5

Locate Change adapter settings and double-
click on it.

Step 6

Locate Local Area Connection, right-click on
it, and select Properties from the drop-down
menu.

Control Panel (3)

I %% Network and Sharing Center
[ Find and fix networking and connection problems

& Choose homegroup and sharing options

2 See more results

| Network and Sharing|

Control Panel Home 4 . . 7
View your basic network information an

Manage wireless networks iy — B
: A N — P
Change adapter settings Network

Change advanced sharing

scttings View your active networks

Network
Work network

Change your networking settings

t. Set up a new connection or network

Set up a wireless, broadband, dial-up, ad !
access point.
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| Bluetooth Network Connection
e Not connected
xR 9 Bluetooth Device (Personal Area ...

: Local Area Connection
\! Network

@2 NVIDIA nForce 10/100/1000 Mbps...

Organize ¥

| Wireless Network Connection

|

- ) Not connected
P4 d‘.‘ﬂ Broadcom 802.11n Network Adap...




Step 7

Authentication aring

1. Select the Authentication tab.

Select this option to provide authenticated network access for
this Ethemet adapter.

2. Then, click Settings Enable IEEE 802.1X authertication
. , .

Choose a network authentication method: 2.

[Microsot: Protected EAP (PEAP) v) [[_Settings |

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

Protected EAP Properties S
Step 8
When connecting:
1. Check the box next to Entrust.net Secure [V] validate server certificate
Certification Authority. (If you see two [T connect to these servers:
instances of Entrust.net Secure Server Au- —_— — —
. T R ification Al ities:
thority, check both boxes.) jsted Root Cerbiication Mshormics
’( Class 3 Public Primary Certification Authori f=
|@ Entrust.net Secure Server Certification Authority I }_
2. Uncheck Enable Fast Reconnect [ Equifax Secure Certficate Authority 1

[7] Globalsign Root CA

[7] Globalsign Root CA

3. Then, click Configure... [ GTE CyberTrust Global Root

[T http: ffwww.valicert.com/ <
< n d

[7] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

3=
[Secuedpassword (EAP-MSCHAP v2) '] [ Configure... ]
[]Enable East Reconnect | 2. Uncheck
Enforce Network Access Protection
[ Disconnect if server does not present cryptobinding TLV
[~] Enable Identity Privacy

o J [ cone

Step 9

EAP MSCHAPV2 Properties [ = ]

In the window that appears, uncheck the box
next to Automatically use my Windows logon

name and password (and domain if any). When connecting: - Uncheck

F Automatically use my Windows logon name and
Then, select OK. ! password (and domain i any).

ok | [ Cancel |

- __________________________




Step 10

Back within the Local Area Connections

Properties window (in the Authentication tab),

select Additional Settings.

Step 11

1 p=
i ‘ Authentication |Kharing

Select this option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802.1X authentication

Choose a network authentication method:

(Microsoft: Protected EAP (PEAF) ~] [_settings ]

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access
2.

In the drop-down menu select User Authentication,

then select Save credentials.

Step 12

Advanced settings po—
Specify authentication mode 2.
. [[User authentication Z ]:I[ Save aedentials ”

Delete credentials for all users

[ Enable single sign on for this network
@ Perform immediately before user logon
Perform immediately after user logon
Maximum delay (seconds) 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

In the box that appears, enter your Bethel Username and

Password, then select OK.

Click OK in all remaining windows.

Your computer should now be connected to the Internet.

Save credentials

[ Bethel Username |

[ Bethel Password ]

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

If you need assistance with this process,
please call the ITS Student Services Help Desk at x6500 - Option 2.




