Windows XP: Setting Up a Secure Wireless Connection

Step 1

Click Start and select Control Panel.

Step 2

On the left-hand side you should
see a Switch to Classic View link.
Click on it.

If you don’t see this link or you
see the Switch to Category View
link then you are already in the
correct view.

Step 3

Double click on the icon for
Network Connections.
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Step 4

Right-click on Wireless Network
Connection and select Properties.

Step 5

3
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In the window that appears, select

the Wireless Networks tab.

A. Check Use Windows to
configure my wireless network
settings.

B. Click the Add... button.

Step 6

- Wireless Network Connection 2 Properties

General | Wireless Networks A.d\ranc:edl

Usze Windows to configure my wireless network settings

Awailable networlcs:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

View Wirsless Networks

Prefemred networks:
Automatically connect to available networks in the order listed
below:

Leam about setting up wireless network

configuration.

oK | [ Ccaneel
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On the Association tab, make the
following changes:

A. Network name (SSID): Bethel-
Wifi

B. Network Authentication: WPA2
Enterprise

C. Data encryption: AES

Wireless network properties

Association | Authentication | Connection |

Netwark name {S51D): ||Be¢he|-wm |

] Connect even if this network is not broadcasting

Wireless networls key

This network requires a key for the following:

Metwork Authentication: |WF.&2 v |

Data encryption: |AES 3 |

[[] This is & computerto-computer (ad hoc) network; wirgless
access points are not used

[ ok ][ cancel




Wireless network properties

Step 7 Association | Authentication | Connection

On the Authentication tab, make the

following changes:
A. EAP type: Select Protected EAP

Select this option to provide authenticated netwark access for
wireless BEthemet networks.

(PEAP) from the drop-down menu. i s
. Enable IEEE 802.1x authentication for this netwark
B. Uncheck: Authenticate as computer [ Enable o S P B PR R
wh§n computer information is EAPtype: | Protected EAF (PEAF) 3
available

C. Click on Properties
Properties

[ Autherticate as computer when computer information is available

[] Autherticate as guest when user or computer information is
unavailable

Protected EAP Properties

When connecting:
Step 8 v [ Validate server certificate |
In the Wlndow that appears, do the [ Connect to these servers:
following: |
A. Under Trusted Root Certification Trusted Root Certification Authorities:
Authorltles Choose Entrust.net D Entrust.net Certification Auﬂ'u:urity [2043} i
Secure Server Authority. (If [] Entrust.net Client Certification Authority
you see two of Entrust.net ] Entrust.net Client Certification Authority -
S S Authorit heck Entrust.net Secure Server Certification Authority
ecure Server Authority, chec Entrust.net Secure Server Certification Authority
both boxes.) ] ePKI Root Certification Autharity
B. Uncheck: Enable Fast Reconnect (] Equifax Secure Certificate Authority v
C. Select Configure... £ | =
|:| Do not prompt user to authorize new servers or trusted
certification authaorities.
Select Authentication Method:
|Sev:ured password (EAP-MSCHAR v2) v| |[ Configure... Jl
[[] Enable Fast Reconnect
] Enable Quarantine checks
[] Disconnect if server does not present cryptobinding TLY
(0]4 l [ Cancel




Step 9

In the window that appears, uncheck:
Automatically use my Windows
logon name and password (and
domain if any).

Click OK four times to close all
remaining open windows.

Step 10

A box will pop-up in the lower right
portion of your screen requesting
additional information - click on it.
(It may take a minute or so for this

box to appear. )

Step 11

EAP MSCHAPvZ Properties

When connecting:

D Automatically use my Windows logon name and
passward (and domain i amy).

| ok || Cancel |

In the window that appears type in

your Bethel Username and Password.

Click OK.

Your computer should now be
connected to the Internet.

[ Click to provide additional information and connect

| ) xp Text Only - Micros... | @

d) Additional information is required to connect to the network %

=0l @ UL 12:10pm

Enter Credentials

Lser namme: ‘ Bethel Username

Passward: ‘ Bethel Password

Logon domain: !

QK ] [ Cancel

If you need assistance with this process,
please call the ITS Student Services Help Desk at x6500 - Option 2.




